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implants and ML

Specifically: how an ML model scores a payload, where the score swings, and 

what that means for the people building them, and for the people catching 

them.

https://mez0.cc/posts/evaluating-implants-with-ember/



Sanity checking.



Quick triage.



What is this talk about?



There are tools for 
part of this already.

Capa  capability detection from disassembly

yara byte / string signatures, the workhorse

Avred bisects a binary against Defender

…and a long tail of one-off scripts.

THE NEW SHAPE

ML scoring is harder to 
reason with.



The divergence point is the moment 
a payload’s EMBER score swings
from good to bad.

WHEN ML gets called

Hits disk.

First write. Static ML's first opportunity to 

flag

THEN AGAIN

Lateral move.

New host, new endpoint, new EDR 

vendor. Same file, scored fresh.

AND AGAIN

Privesc, persist.

Every drop is another roll of the dice. 

Knowing the score is the dice.



What is EMBER?
WHY THIS MODEL

Accessible & current.

EMBER 2018 → EMBER 2024. Six years of drift, plus the LLM era 

halfway through.

THE CHALLENGE SET

6,315 files

EMBER (2018): An Open Dataset for Training Static 
PE Malware Machine Learning Models:
https://arxiv.org/abs/1804.04637

EMBER2024 -- A Benchmark Dataset for Holistic 
Evaluation of Malware Classifiers: 
https://arxiv.org/abs/2506.05074

https://arxiv.org/abs/1804.04637
https://arxiv.org/abs/2506.05074


Six-year-old training data

2018

~1.1M samples

Pre-LLM era. Pre-half-the-evasion-

techniques-in-this-talk.

2024

~3.2M samples

WHY I BRING THIS UP

Drift is real.

Same loader scored across both shows 

you what two years of model aging looks 

like.



What does EMBER2024 extract from a sample?

FEATURE GROUP WHAT IT SEES SHARE OF VECTOR DIMS

ImportsInfo DLLs and functions you call (or appear to). 1,282

ByteHistogram Distribution of byte values across the file. 256

ByteEntropyHistogram Sliding-window randomness, 2D histogram. 256

StringExtractor Printable runs, URLs, paths, registry keys. 177

SectionInfo Entropy and size per section. 174

ExportsInfo Hashed export symbols. 129

HeaderFileInfo machine, subsystem, characteristics. 74

DataDirectories Offsets and sizes of debug, reloc, resource… 34

RichHeader Compiler/linker fingerprint, hashed. 33

AuthenticodeSignature Cert count, self-signed flag, timestamps. 8

GeneralFileInfo size, vsize, has_debug, has_resources. 7



Other models

MalConv raw-byte CNN, no feature engineering

SOREL-20M the dataset, plus baseline models

ClamAV-ML the open-source AV's own scoring

…vendor models same ideas, more weight, less 

visibility

Someone please maintain 
a dataset.

A modern, openly-maintained PE corpus would change this whole space. 

I cannot be bothered. You can.

https://pre.empt.blog/posts/static-data-exploration/



Baseline.



Hand-picked samples

vgc.exe (Riot Vanguard)
0.4563

ProcessHacker.exe
0.3104

dbgview.exe
0.2811

procexp.exe
0.2207

mingw hello world
0.1842

AVERAGE ACROSS MY HOST

0.29



30,469

326 / 30,457

MEDIAN SCORE

0.000418



1.0000
AdiIRC v2.4.0.0

LEGIT

0.9994
AutoHotkey v1.1.00

LEGIT

0.9985
Unidentified .NET

AMBIGUOUS

S

0.9981
Stripped 64-bit tool

LEGIT

0.9981
UltiMaker Cura v1.0

LEGIT

0.9977
Unidentified DLL

AMBIGUOUS

S

0.9957
AutoHotkey v1.1.00

LEGIT

0.9955
Stripped 64-bit tool

LEGIT

0.9937
conda.exe

LEGIT

0.9927
UPX-packed GUI app

AMBIGUOUS

S



WIN32 false-positives ~4× more often than WIN64.

FILE FORMAT N MEDIAN SCORE
FLAGGED ≥ 

≥ 0.5
FPR

WIN32 PE 6,594 0.00108 165 2.50%

WIN64 PE 18,767 0.00047 112 0.60%

.NET 5,096 0.00007 49 0.96%

All 30,457 0.00042 326 1.07%



99% of goodware binaries below ~0.53

MEDIAN

0.000418

MEAN

0.0168

P95

0.0484

P99

0.5316

MAX

0.999995



Walking it down.



msfvenom calc. 
VirtualAlloc. 
CreateThread. 0.9985

malicious, extremely



Manifest. Icons. 
File properties.

Company name. Product version. A nice icon. The whole 

"this is totally legit corporate software" costume.

PUNCHLINE

It barely moved.

Costume gets you 0.01. The model is not impressed 

by your dress-up. On to the actual structure of the 

binary. 

0.9985 0.9981

▼0.0004



I removed everything.

Emptied the shellcode buffer →

Removed the loader →

Removed the body of main()

Result: still malicious.

WHY

It doesn't look like the 

goodware the model 

was trained on.

0.9981 0.9847

▼0.0034



First real movement.
Vibe-coded a pile of benign-looking Win32 calls

Picked imports using DLL export categorisation

0.9847 0.45 – 0.66

▼~0.40

https://mez0.cc/posts/dll-export-category/



First real movement.
FORCE_IMPORT macro to pad without calling

0.9847 0.45 – 0.66

▼~0.40



Put shellcode + loader code 

back. Score jumps right back 

up.
Out-of-band: file on disk, UNC, HTTP

Steganography in something benign

Bluffy (pre.empt), shellcode as CSS rgb() values

Shellcode as CSS.

rgb(85, 72, 139)

rgb(72, 137, 248)

rgb(72, 131, 228)

0.5102 0.9582

▲ 0.4480

https://github.com/preemptdev/bluffy



0.9582 0.8776

▼ 0.0806

Function 
Resolution

Strip the suspicious imports out of the IAT, resolve them at runtime 

from hashed names. 

PLOT TWIST

XOR'ing strings 
raised the score.

0.9582 0.8776



Complicating main

Real argparse + command dispatch

Genuine code paths around the loader

Logging, config loading, the boring stuff

0.8776 0.35

▼0.5276



Code Flow

naive VIRTUALALLOC + CREATETHREAD IN MAIN fluffed
ARGPARSE + COMMAND DISPATCH AROUND THE LOADER

LOADER



Adding EDR Tampering
Adding in VEH Clearing

Slight Increase

Cost of evasion?

~0.35 ~0.55

▲~0.20

https://github.com/rad9800/misc/blob/67bfeb6496efe6b61db6b2de8d99332a5cebc1
00/bypasses/ClearVeh.c



From 0.9985 0.35.

0.9985

0.9881

0.5102

0.9582

0.8776

~0.35



Findings.



Imports

HOLLOW ANSWER

FORCE_IMPORT puts symbols in the IAT 

without ever calling them. The model 

counts them. The score nudges down. The 

binary still doesn't do anything with them.

HONEST ANSWER

Write code that actually uses what it 

imports. A GUI app that paints. A CLI 

tool that parses arguments. The model 

isn't graded on intent, but its shape.



Code Flow

Changing the flow of the application had 

significant impact



Code 
signing.
One signature stripped from one binary. 

The model treats Authenticode as a 

strong benign prior, almost everything 

else is decoration next to it.

VGC.EXE · SIGNED 0.4563

↓

0.9992

Same binary. Same bytes (almost). +0.5429.



Resemblance to legitimate 
software.

01
Imports

02
Byte distribution

03
Signing



Not-redteamers



ML for everyone

Score it before the engagement. Put it on the analyst's desk.



Thanks!
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